. QTECH TexHu4yeckoe onucaHue

MWP OOCTYNHEE

Ethernet-kommyTaTopbl arperauum L2+

cepusa QSW-4420

OnucaHue

Ethernet-kommytatopbl QTECH npegHasHadeHbl A5 NOCTPOEHUS MYyNbTUCEPBUCHBIX CETENn,
pewasa nwobble 3agadn 3akasynka. BHegpeHuMe KOMMMEKCHbIX WMHTErPUPOBAHHLIX peLleHni
No3BONSIET pa3BEPHYTb MYNbTUCEPBUCHYIO CETb C TpebyeMbiM (PyHKLUMOHANOM B KpaTyanwme
cpoku. lNepepoBble TexHONOMMK, NpumMmeHsemMbl B kommyTaTopax QTECH, no3BonstoT NoBbICUTL
NpoV3BOAUTENBHOCTb MOKaNbHOM CeTu U obecneynTb MOBbILEHHbIN YpoBeHb Ge3onacHOCTU.
Ynpaensiemble rmrabutHble L2+ kommyTaTopbl cepun QSW-4420 paspaboTaH cneumanbHO ans
ornepaTtopoB cBa3n u ceten MAN. KommyTatopbl cepun NOOAEPXKMBAKOT CrieayroLUmi
doyHKUMoHan:

e KOMMMNEKCHbIN QOS;

e pacwmpenHble dyHkumm VLAN (VLAN VPN, Voice VLAN, QinQ u ap.);

e yrpaBfieHVe NOI0CON NPONYyCKaHUS;

e VHTEeNnekTyanoHoe ynpasneHne 6e30nacHOCTbIO;

e cTaHgapThl Ethernet OAM (Operations, Administration, Maintenance);

e yHKuMKM ynpaeneHna u cepBuckl Triple Play, ygoeneTtBopsiowme TpeboBaHUAM,
npenbasnsgeMblM K onepaTtopckum cetam n cetam MAN.

Bo3mMoxHocTun

MpocToTa 1 rMGKOCTbL B 3KCNNyaTauuu, ynpaBrneHUn u o6cnyxmBaHmum

e [lonHasa nopgepxka OAM Ethernet (ctangapt IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n gpyrux doyHKuMin ans dbicTporo obHapyxeHus c6oeB B
CeTU N YMEHbLUEHUS CIOXKHOCTEW B MNpoOLecce 3KcnayaTaumm u  obCnyxuBaHUs
KOMMYTaTOpOB.

*PyHKUMOHAN HAaXOAMTCS Ha cTaaun pa3paboTku
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YcuneHHas 6e3onacHOCTb

KommyTtatopbl cepun QSW-4420 nopaepXkmBaloT OOWMPHBLIN HAbop WHCTPYMEHTOB Anis
obecneyeHns 6e3onacHOCTH ceTu:

BPDU Guard 1 Root Guard ansi npegoTBpalleHns co3gaHus neteri B TOMNONOrm u
HeCaHKUWOHMPOBAHHOIO 4OCTYyNa B CeTb;

nogaepxka crangapta IEEE 802.1X pgns ayTteHTudukaumMm nonb3oBaTenien npu
nomown RADIUS-cepBepa;

nogaepxka ACL, ucrnonb3yrowmxca Ons orpaHMyYeHnd [OCTyrna K pecypcam ceTu
NnocpeacTBOM OTKIOHEHUA N unbTpauMmM MakeToB B COOTBETCTBUM C 3adaHHbIMU
NnonNUTMKamu;

ucnone3oaHne DHCP Snooping gna npegotepaweHns DHCP-atak U npuMeHeHus
nogaensHbix DHCP-cepBepoB npu NOMOLLM YCTaHOBKM trust- 1 untrust-nopTos;

nogaepxka dyHkumi 6esonacHoCTn ypoBHs L2, Takux kak Dynamic ARP inspection,
Port-security n gpyrux ARP- 1 MAC-(yHKUnin 6e3onacHOCTM AN 3alunTbl CeTH.

Bbicokas HaaéXHoCTb

Mognepxka npoTtokonoe STP, RSTP, MSTP, Root Guard, BPDU Filtering n 1.4.

OcobeHHocTn VLAN

KommyTtaTtopbl cepun QSW-4420 nogaepxmBatot ctaHgapt 802.1Q n cosgaHune VLAN
Ha ocHoBe nopToB, VLAN Ha ocHoBe MAC-agpeca, Voice VLAN n Protocol VLAN.

LLnpokas nogpepkka TexHonorun QinQ, Bkntoyasi Basic QinQ n Selective QinQ, yto
AaéT MakcMMarnbHy rMOKOCTb B HAacTporkax nonmtuk QinQ.

Moppepxka cdoyHkumm VLAN Translation, nossonstowasa nepegaBatb HECKOMbKO TAros
VLAN BO (hpermax OT nopTa Aoctyna B ykaszaHHbiM Tar VLAN, 41O nossonsaeTr
OCYLLECTBIATb HAOEXHYH TEXHUYECKYIO NOSAEPXKKY CXOOUMOCTM NoNnTuk QosS.

Bo3moxHoctn Multicast

Mognepxka npoTtokona MVR (Multicast VLAN Register), nossonstowero BbI6opoyHo
nepegasatb multicast-tpadmk mexgy pasnuyHbiMim VLAN B uendax ynydweHus
NPOMNYCKHOM CNOCOBHOCTM ceTh 1 6e3onacHOCTH.

Mognepxka IGMP Snooping no3sonseT npegoTepatutb dnyg B multicast-tpadumke.

Mognepxka IGMP Filtering no3sonseT cosgath NpaBwuia, OrpaHMyMBarolLMe AOCTynN
nonb3oBaTteneu k onpegeneHHsliM multicast-rpynnam.

TexHn4YecKkue xapakTepucTUKn

Cepus QSW-4420 BKSIlOYaeT  crefyrowine Moaenu:. QSW-4420-28F-AC-AC %
QSW-4420-28F-DC-DC.
Mopenu QSW-4420-28F-xx-XX
UHTepdencsl
Combo 100/1000 8
BASE-T
BASE-X SFP
100/1000 BASE-X SFP | 16
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Mopenu

QSW-4420-28F-xx-xx

10GbE BASE-X SFP+

4

MopTbl ynpaBrneHus

1 KOHCONbHbLIN NOPT

MpousBoauTenbHOCTbL
KommyTauunoHHas 128 ['buT/c
€MKOCTb
CkopocTb nepegaym 96 Mnak/c
Tabnmua MAC 16K
VLAN-Tabnuua 4K
Jumbo frame 12K
Tabnuua ACL 2K
Tabnuua ARP 6K/3K (IPv4/IPv6)
Tabnuua 512/128 (IPv4/IPv6)
MapLipyTM3aumm
Kon-so ouvepeoen Ha 8
nopT
Flash-namatb 64 Mb

OnepaTtuBHasa namsaTb

512 Mb

Pusnyeckme napameTpbl

Paamepbl (LUXMxB), Mm | 440%x260%44

Macca, kr <4

onekTponuTaHme Mogenn poctynHbl ¢ 6Gnokamu nutadna AC un DC
100-240B AC,50-60Tu,36—-72BDC

MoTpebnsemasn <65BT

MOLLIHOCTb

OxnaxpageHue aKTMBHOE
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Mopenu

QSW-4420-28F-xx-xx

MTBF > 80 000 yacos
Temnepatypa Pabouas Temnepatypa: ot 0 °C go +50 °C
Temnepatypa xpaHeHus: ot —40 °C go +70 °C
OTHOCUTENbHAsA 5% — 95 %, 6e3 KoHaeHcaTa
BITAXXHOCTb
MakcumanbHoe 4
KONMYecTBO nopToB
10GE
®YHKLNOHANbHOCTb
MeTog KoMmyTauum Store-and-Forward
VLAN Port-based VLAN, IEEE802.1Q, private VLAN,
Protocol VLAN, Voice VLAN, MAC VLAN, VLAN Translation
DHCP IPv4/IPv6  DHCP  Client, IPvd  DHCP  Server,
IPv4/IPv6 DHCP Snooping, DHCP Relay Option 82
QinQ Basic QinQ, Selective QinQ
3epkanupoBaHune Port Mirror, RSPAN
nopToB
CraTtunyeckas i
MapLupyTusaums
(IPv4/IPv6)
Multicast IGMP v1/iv2/v3 snooping, IGMP filter, IGMP Fast-leave,
MVR
ACL IPv4 standard ACL, IPv4 extended ACL,
IPv4 multicast ACL, IPv6 extended ACL,
MAC-IP extended ACL, Time based ACL
QoS 8 ouepenen Ha nopT

Mapknposka Tpadumka 802.1p/DSCP/TOS
Anroputmbl 06paboTkn ouepegen: SP, RR, WRR
MeTop congestion avoidance: Tail drop
OrpaHu4yeHne Tpadurka Ha nopTax
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Moaenu QSW-4420-28F-xx-XX

®yHkuun 6esonacHocTn | Storm Control Ha ocHoBe nakeToB 1 6anToB

BPDU Guard, BPDU Filter, Root Guard, Loop Guard,
TC-protection, Loopback-detection,

Dynamic ARP Inspection, IP Source Guard,

IEEE 802.1x, Authentication, Authorization, Accounting,

TACACS+
YnpasneHue n | TFTP/FTP, SNMPv1l/v2c/v3, SNMP Trap, Dying Gasp, CLI
obcnyxuBaHue (Console/Telnet/SSH), Web/SSL, Public & Private MIB

interface, RMON (1,2,3,9), Ping, Trace Route, Syslog,
SNTP, Multiple Configuration Files, DDM, ULDP,
LLDP/LLDP MED

HapexHocTb
MpoTokonsbl 802.1D STP, 802.1W RSTP, 802.1S MSTP Stack, LACP,
pe3eBnpoBaHnS MRPP, ERPS*, CFM*

*OYHKUMOHAN HaxoaAnTCs Ha cTagmm paspaboTku

MSTP Instances 64
ArpernposaHue 64 rpynnbl/8 nopToB
KaHanos
[JononHutenbHoO
Green Ethernet IEEE 802.3az (Energy Efficient Ethernet)

CxeMbl NnpUMeHeHuns

Anpo
QSW-6910/6900 QSW-6910/6900
S ————
QSW-4420 JEECEC i QSW-6910
e

QSW-3750 | Crex QSW- 3310

11 [ ——

MNMonb3oBaTenu, IP-renecoHkl, 6ecnpoBoAHble TOYKM AOCTYNa,
KaMepbl BUAEOHaGNIOAeHUA U Apyriue OKOHeYHbIe YCTPOMCTBA
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UHdopmauusa ansa 3akasa

Mopenb OnucaHue

QSW-4420-28F-AC-AC | YnpaBnsiembiii KOMMyTaTop ypoBHsA L2+, 16 nopToB
100/1000 BASE-X SFP, 8 nopTtoB-koOM60

1000 BASE-T/SFP, 4 nopta 10GbE BASE-X SFP+, 4K
VLAN, 16K MAC-agpecoB, KOHCOSbHbIN MOPT,

2 BCTpPOEHHbIX Bl pasbem nuTaHna Ha 3agHen naHenu,
220 B AC-AC, pa3mepsbl LUXxB (440%260%44 Mmm)

QSW-4420-28F-DC-DC | YnpasnsieMbli KOMMyTaTop YpOBHs L2+, 16 nopToB
100/1000 BASE-X SFP, 8 nopTtoB-komM60

1000 BASE-T/SFP, 4 nopta 10GbE BASE-X SFP+, 4K
VLAN, 16K MAC-agpecoB, KOHCOSbHbIN MOPT,

2 BCTPOeHHbIX Bl pasbem nutaHnsa Ha 3agHen naHenwu,
48 B DC-DC, pa3mepsb! WUxIMxB (440%x260%44 mm)

O6wasn nHcpopmauusa

3ameyaHma n npeaonoXxeHus

Mbl Bcerga CTpeMMMCSl YNyudllWUTb Hally [AOKYMEHTauul U nomModb BaM paboTaTb nyudlle,
NO3TOMY Mbl XOTUM ycnblwaTth Bac. Mbl Bceraa pagbl 06paTHOM CBA3W, B 0COOEHHOCTY:

e OLIMOKM B COAEPXKAHWM, HEMOHSITHbIE UMM NPOTUBOPEYaLLME MECTA B TEKCTE;
e Maeu Mo ynyyweHuo JoKyMeHTaumm, Ytobbl HAXOAUTb MHpopMaumio GbicTpee;
e HepaboTaloLmne CCbiNkM U 3aMedaHust K HaBUralumm no JOKYMEHTY.

Ecnu Bbl X0TUTE HanMcaTb HaM NO NOBOAY AAHHOro JOKYMEHTA, TO UCMONb3ynTe, NoXanymncra,
dopMy obpaTHOM CBA3N Ha canTe gtech.ru.

MapaHTUA n cepBuc

Mpouenypa n HeobxoanMbIE OENCTBMS MO BOMPOCaM rapaHTum onucanbl Ha cante QTECH B
pasgene «[lMoggepxka» —> «[ apaHTUNHOE OBCNYKMBAHME Y.

O3HakoMNTbLCA C MHpOpMaLMen No BONpocam TECTMPOBaHNA 060pyaOBaHUS MOXHO Ha canTe
QTECH B pasgene «[Nogaepxka» —> «B3saTb 000pyaoBaHMe Ha TECT».

Bbl MOXeTe HanucaTb HanpsiMyto B Criy»k0y cepBuca Mo 3NeKTPOHHOM noyte sc@gtech.ru.

TexHU4ecKas noaaepxkka

Ecnn Bam HeobxoamMmo cogencTBMe B BOMPOCAaX, KacaroLMxcd Hawero obopygoBaHusl, TO
MOXEeTe BOCMOJSIb30BaTbCs HalUe aBTOMaTU3UPOBAHHOW CUCTEMOM 3arpOCOB TEXHWYECKOro
cepBuc-LUeHTpa helpdesk.qgtech.ru.

TenedoH TexHuyeckon nogaepxkn +7 (495) 477-81-18 pob. 0
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https://www.qtech.ru/company/contacts/
https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru
https://helpdesk.qtech.ru/

aneKTPOHHaﬂ BepCcusAa AOKyMeHTa
OaTa nybnukaumn: 29.09.2023

https://files.qtech.ru/upload/switchers/QSW-4420/QSW-4420_datasheet.pdf

www.qtech.ru



	серия QSW-4420
	Описание
	Возможности
	Простота и гибкость в эксплуатации, управлении и обслуживании
	Усиленная безопасность
	Высокая надёжность
	Особенности VLAN
	Возможности Multicast

	Технические характеристики
	Схемы применения
	Информация для заказа
	Общая информация
	Замечания и предложения
	Гарантия и сервис
	Техническая поддержка
	Электронная версия документа



