. QTECH TexHu4yeckoe onucaHue

MWP OOCTYNHEE

Ethernet-kommyTtaTtop goctyna L2+

Cepua QSW-3750 rev. L

OnucaHue

Cepus  kommyTtatopoB QSW-3750 rev. L — 23T0 cepuss MHOMOMYHKLMOHANbHbLIX
BbICOKOMNPOM3BOANTENBHbLIX KOMMYTaTOPOB C MOBbIWEHHOW 6e3onacHocTbio. KommyTaTopbl
AaHHOM cepumn obnagatoT NPeBOCXOOHbIM KOHCTPYKTUBHBLIM MCMOSTHEHUEM, HaAEeXHOCTb U
NPOCTOTON MCNOMb30BaHNA. basoBbI (OYHKLMOHAN KOMMYTaTOPOB MOSIHOCTB COOTBETCTBYET
MUPOBbIM TpeBoBaHMAM ANS NOCTPOEHUSA HAaJEXHbIX CETeN YPOBHS JOCTYMa.

KommyTaTopbl OCYLUECTBNSAOT MOAKMIOYEHNE KOHEYHbIX MONb3oBaTener K CEeTU KPYMHbIX
npeanpuaTAA, NPeanpPUATMIA Manoro 1 cpeaHero 6usHeca. [JaHHas Moaenb SBNSETCA OTAUYHbIM
peLLeHreM AN NOCTPOEHNS YaCTHbIX, 3aLLMLLEHHbIX CETEN.

KntoyeBble 0COOEHHOCTMU:
e KomnnekcHbln Q0S, obecneymBaloT HaMBbLICLUMIA MPUOPUTET AN TaKMX KPUTUYECKM
BaXXHbIX JaHHbIX, Kak BUOEO M rOSI0COBOM TpaduK.

e O®yHkumoHan Voice-VLAN nosBonuT aBTOMaTMYECKM MPUOPUTM3MPOBaATL BeECb
roniocoBou Tpadmk aboOHEHTOB.

e MouwHble cpeacTtBa 3awmThl, kak IP source guard, DHCP snooping n ARP inspection,
no3eonstoT  3dekTMBHO  OOHapyxmBaTb W OnokMpoBaTb  CETEBbIE  aTaku
3710YMbILLITEHHMKOB.

Bo3mMoxHocTun

TexHonorusa Green Ethernet
e KommyTartopbl cepun QSW-3750 rev. L noanepXxmnearT TEXHOMOMMto
3Heprocbepexenusa Green Ethernet.

° MCI'IOJ'Ib3yF| MHHOBaALUWOHHYHO (*)yHKLI,VIIO OTKIMKOYEHUA NopTa B Cllydae HeOOCTYMNHOCTU
CBA3aHHOIo  CeTeBoro yCTpOVICTBa, AOMUHUCTPATOP  MOXET  KOHTPONnMpoBaTb
3Heproc6epe>|<eHV|e B COOTBETCTBUU C HY>KOAMU CETU.
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KOHCTpyKUMS KOMMYTaTOPOB B MOSIHOW Mepe y4nTbiBaeT TpebGoBaHMS HWU3KOro Lyma
OKpYyXartoLLen cpefbl.

Mogenu BbINOMHATCA B 3proHOMUYHOM Kopryce 6e3 BEHTUNATOPOB UM UCMOSb3YIOT
YMHBI ~ pPEXUM  yrpaBfieHUs1 BEHTUMSTOpaMy B COOTBETCTBUM C  TeKyLLMMU
TemnepaTypamu, YTO NO3BOMSET YMEHbLUNTb BHELIHUI LWYM U NPOASNINTL CPOK CryXObl
CUCTEMbI OXNaXO4eHUS KOMMYTaTOPOB.

HPOCTOTa M rMoKoCcTb B JKCcnnyatauuvu, ynpaBsieHUN n O6Cﬂy)KVIBaHVIVI

Mopnepxka coyHkumn Dying GASP, koTopas no3BonsieT MrHOBEHHO M rapaHTUPOBaHHO
yBeJOMUTb afiMMHMUCTPaTOpPa O BHELUTATHOM MpepbiBaHUN Noga4vn 3MeKTponuTaHua Ha
KOMMyTaTOp.

MonHas nopgoepxka OAM Ethernet (ctangapt IEEE802.3ah/802.1ag), VCT, DDM
(Digital Diagnostic Monitoring) n gpyrne yHkummn ansa 6eicTporo obHapyxeHns cboes B
CeTM W YMEHbLUEHUS CIIOXXHOCTEW B Mpouecce IKcnnyatauunm u  obCnyxumBaHus
KOMMYTaTOpOB.

YcuneHHasa 6e3onacHOCTb

KommyTtatopbl cepun QSW-3750 rev. L nogaepxvsatoT pasnuyHble CTaHAapTbl Ans
obecneveHns 6e3onacHOCTN ceTu, Takme kak npegoTepalleHne atak SYN Flood, Land,
ICMP Flood n gpyrne texHonorum DOS-knacca, a Takke BPDU Guard n Root Guard
ANS npefoTBpalleHns co3faHus netenb B TOMOMOMMU UM HECAHKLMOHMPOBAHHOIO
[OCTyna B CETb.

Moppepxka ctaHgapta IEEE 802.1X gnga ayteHTudumkaumm nonb3oBaTenem npwm
nomowm RADIUS-cepBepa.

Mogoepxka ACL (nucTel gocTyna), MCNONb3YHOLINXCA OS19 OrpaHnvyeHuss gocTyna K
pecypcaMm ceTu NocpeacTBOM OTKMOHEHUSA M punbTpaumm NakeToB B COOTBETCTBMM C
3aJaHHbIMW NONUTUKAMMU.

Wcnonb3oBaHne DHPC Snooping ansa npegotspaileHns DHCP-atak U npumeHeHus
nogaeneHbolx DHCP-cepBepoB npu nomowm yctaHoBku trust- u  untrust-nopTos.
bnarogapst ncnonbsosaHmio DHCP Snooping n option82, nosiensieTcss BO3MOXHOCTb
KOMOMHMpOBaHuA Takux mogynen, kak dot1 n ARP, nnbo HesaBucumas peanusaums
OYHKLMM KOHTPOSIS 4OCTYNa nosib3oBaTenen.

Moooepxka dyHKunn GesonacHocTn ypoBHA L2, Takmx kak ARP guard, Anti-ARP
scanning n apyrux ARP- 1 MAC-dyHkunin 6e3onacHoCTy Ofis 3alnTbl CETU.

Bbicokasa HapgeXHoOCTb

KommyTtatopbl cepun QSW-3750 rev. L umetot go 4 Uplink-nopToB, 4TO nossonset
NOCTPOUTb N3ObLITOYHbIE COEANHEHUS ANSA PE3EPBMPOBAHNS Nepeayn SaHHbIX.

Mopnepxka npotokona G.8032, nmetowero 50 Mc nepuon BOCCTAHOBEHUST KOMbLa.
Tawke kommyTaTopbl nogaepxuBatoT G.8032 v2 m mMoryT ObiTb MCMOMb30BaHbl B
pasnMyHbIX TOMOMNOIMAX KoMbLa, TakMx kak single ring, tangent ring, intersection rings,
double rings u ap.

BcTpoeHHasn anekTpomarHuTHas 3alimTa nopToB.

Ocob6eHHocTn VLAN

KommyTtatopbl cepumn QSW-3750 rev. L nogaepxusatot ctaHgapTt 802.1Q n co3gaHue
VLAN Ha ocHoBe noptoB, VLAN Ha ocHoBe MAC-agpeca, Voice VLAN n Protocol VLAN.

LLnpokas nogaepxka TexHonormm QinQ, skntovaet Normal QinQ n Selective QinQ, uto
AaeT MakcMMarbHyK MTMOKOCTb B HACTporkax nonntuk QinQ.

Mopoepxka cyHkumm N:1 VLAN Translation, nossonswowas nepefaBaTb HECKOIbKO
TaroB VLAN BO dpperimax oT nopTa focTyna B ykasaHHbi Tar VLAN, 4TO nossonser
OCYLLIECTBIIATb HAOEXHYH TEXHUYECKYHO NOAAEPXKKY CXOAMMOCTU NonmTuk QosS.
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OcobeHHocTu Multicast

o [loppepxka npotokona MVR (Multicast VLAN Register), nossonsiowero Beil6opoyHo
nepegaBaTtb multicast-tpacpmk mexagy pasnuuHbiMv VLAN B uenax  ynydweHus
nponyckHom cnocobHocTn cetn n GesonacHoctn. ®yHkuma MVR Trunk nossonsiet
npmeasbiBaTb Multicast VLAN k TpaHkoBOMY NOPTY 1 06bEANHATL KOMMYTaTOpPy Tpadumk

VLAN B 0auH KaHarn, YTo 3Ha4YMTENbHO 3KOHOMUT PECYPChI CETH.
o [lopgoepxka IGMP Snooping no3sonseTt npegoTepatuTb nya B multicast-Tpadumke.

TexHU4Yeckune xapakTepucTukm mogenen c nogaepxkon PoE

r:::::m‘;oﬁ PoE  QSW-3750-10T-POE-AC-L  QSW-3750-28T-POE-AC-L
UHTepdencbl

10/100/1000 BASE-T 8 24
100/1000 BASE-X SFP | 2 4
MopTbl ynpasneHus 1 KOHCOSbHBIN NOPT

MpousBoauTeNnbLHOCTL
KommyTaumoHHas 20 [out/c 56 'éut/c
€MKOCTb
CkopocTb nepenayu 15 Mnak/c 42,1 Mnak/c
Taobnmuya MAC 8K 16K
Tabnuua VLAN 4K
Jumbo frame 10 kb 12 kb
Tabnuua ACL 1400 2048
Tabnuua ARP 128
Tabnuua 128
MapLupyT13aumm
Kon-se0 o4vepegen Ha | 8
nopT
dnew-namMaTb 32 Mb
OnepaTtnBHasa namsTb 128 Mb
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Mopenu c
noanepxkon PoE

QSW-3750-10T-POE-AC-L | QSW-3750-28T-POE-AC-L

dusunyeckue napamMeTpbl

Paawmepsb! (LU *xB) 330x230%44 mm 440%x280x44 mm
Macca <2,2«kr <3,9«r
AnekTponutaHme 100 - 240 B AC, 50 -60Tw
MoTpebnsaemas <144 Bt <390 Bt
MOLLHOCTb
OxnaxpeHve naccuBHoe aKTUBHOE
MTBF > 80 000 vacos
Temnepatypa Pabouvasa temnepatypa: ot 0 °C go +50 °C
Temnepatypa xpaHenus: ot —40 °C go +70 °C
OTHoOCUKTENbHAasA 5% — 95 %, 6e3 koHOeHcaTa
BaXXHOCTb
EMC safety CE, RoHS
MonHuesawmTa 4 kB
PoE IEEE 802.3af PoE (15,4 BT)
IEEE 802.3at PoE+ (30 BT)
BroaxeT mowHocTn 124 BT BrogxeT mowHocTn 370 BT
PYHKLUOHANBLHOCTb

MeToa kKommyTauum

Store-and-Forward

VLAN IEEEB02.1Q, Voice VLAN, Port-based VLAN, Protocol-based
VLAN,
MAC-based VLAN
Private VLAN, QinQ, VLAN Mapping 1to 1, N to 1, GVRP

DHCP IPv4/IPv6 DHCP Client, IPv4/IPv6 DHCP Server, IPv4/IPv6 DHCP
Snooping
DHCP Relay Option 82, DHCPv6 Relay Option 37/38

QinQ Normal QinQ, Selective QIinQ
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Mopenu c
noanepxkon PoE

QSW-3750-10T-POE-AC-L | QSW-3750-28T-POE-AC-L

3epkanupoBaHue Port Mirror, CPU Mirror, RSPAN

nopToB

CraTtunyeckas b

MapLUpyTM3aLms

Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR
MLD v1/v2 snooping

ACL IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL
IPv6 standard ACL, IPv6 extended ACL, IPv6 multicast ACL
MAC standard ACL, MAC extended ACL
MAC-IP extended ACL, Time based ACL

QoS 8 ouepepnen Ha nopT

Mapkuposka Tpaduka 802.1p/DSCP/TOS

Anroputmbl o6paboTku ovepegen: SP, WRR, WDRR, SP+WRR,
SP+WDRR

MeTog congestion avoidance: Tail drop

OrpaHu4yeHune Tpaduka Ha noprax

DyHKUMN Ge3onacHoCTH

Storm Control Ha ocHoBe nakeToB 1 banToB

BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection,
Loopback-detection

Port Security, Dynamic ARP Inspection, Anti-ARP-Scan, IP Source
Guard

IEEE 802.1x, Authentication, Authorization, Accounting Radius,
TACACS+, RADIUS

YnpasneHue u
obcnyxusaHne

TFTP/FTP, SNMPv1/v2c/iv3, SNMP Trap, Dying Gasp
CLI (Console/Telnet/SSH), Web/SSL
Public & Private MIB interface RMON (1,2,3,9), Ping, Trace Route

Syslog, SNTP/NTP, Dual IMG, Multiple Configuration Files, VCT,
DDM; ULDP, LLDP/LLDP MED

HapexHocTb

MpoToKosbl
pe3epBUpOBaHNA

802.1D STP, 802.1W RSTP, 802.1S MSTP
LACP, MRPP, ERPS, CFM

MSTP Instances

64
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Mopenu ¢
nopaepxkon PoE

QSW-3750-10T-POE-AC-L

QSW-3750-28T-POE-AC-L

ArperumposaHue
KaHanos

8 rpynn/8 nopTos

16 rpynn/8 nopTtoB

JdononHutenbHo

Green Ethernet

IEEE 802.3az (Energy Efficient Ethernet)

TexHUYecKue xapakTepucTMkm mogaenen 6e3 nogaepxku PoE

nopt

Mopenb QSW-3750- QSW-3750- QSW-3750- QSW-3750-
10T-AC-L 10T-DC-L 28T-AC-L 28T-DC-L
UHTepdpenchl
10/100/1000 BASE-T | 8 24
100/1000 BASE-X | 2 4
SFP
MopTbl ynpaBneHusi 1 KOHCONbHbIV NOPT
MponsBoaAnTeNbLHOCTb
KommyTaumoHHast 20 [out/c 56 'éut/c
€MKOCTb
CkopocTb nepenayn 15 Mnak/c 42.1 Mnak/c
Taobnmuya MAC 8K 16K
Tabnuua VLAN 4K
Jumbo frame 10 kb 12 kb
Tabnuua ACL 1400 2048
Tabnuvua ARP 128
Tabnuua 128
MapLipyTU3auum
Kon-Bo o4epenenn Ha | 8
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Moaens QSW-3750- QSW-3750- QSW-3750- QSW-3750-
A 10T-AC-L 10T-DC-L 28T-AC-L 28T-DC-L

dnew-namaTtb 32 Mb

OnepatmBHas namaTtb | 128 Mb

dusunyeckue napamMeTpbl

Pasmepsbl (LUxIMxB)

280%x180%44 mm 440%210%44 MM

Macca <1,7 kr <2,2kr
AnekTponutaHme Mogenb goctynHa ¢ 6nokamu nutadms AC n DC
100 —-240B AC,50-60Twu,36—-72BDC
MoTpebnsaemas <20BrT <20BTt
MOLLHOCTb
OxnapeHuve naccmBHoe naccuBHoe
MTBF > 80 000 yacos
Temnepatypa Pabouasa temnepatypa: ot 0 °C go +50 °C
Temnepatypa xpaHeHus: ot =40 °C go +70 °C
OTHoCHTENBHAasA 5 % — 95 %, 6e3 koHAeHcaTa
BITa)XHOCTb
EMC safety CE, RoHS
MonHuesawmTa 4 kB
Paamep oydepa | 0,5 Mb 1,5 Mb
nopTta
PYHKLUOHANBLHOCTb

MeToa kKommyTauum

Store-and-Forward

VLAN IEEE802.1Q, Voice VLAN, Port-based VLAN, Protocol-based VLAN,
MAC-based VLAN
Private VLAN, QinQ, VLAN Mapping 1to 1, Nto 1, GVRP

DHCP IPv4/IPv6 DHCP Client, IPv4/IPv6 DHCP Server, IPv4/IPv6 DHCP

Snooping
DHCP Relay Option 82, DHCPv6 Relay Option 37/38
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Monens QSW-3750- QSW-3750- QSW-3750- QSW-3750-
A 10T-AC-L 10T-DC-L 28T-AC-L 28T-DC-L

QinQ Normal QinQ, Selective QinQ

3epkannpoBaHune Port Mirror, CPU Mirror, RSPAN

nopToB

CraTtnyeckas +

MapLupyTM3aums

Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR
MLD v1/v2 snooping

ACL IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL
IPv6 standard ACL, IPv6 extended ACL, IPv6 multicast ACL
MAC standard ACL, MAC extended ACL
MAC-IP extended ACL, Time based ACL

QoS 8 ouepepnen Ha nopT
Mapkuposka Tpaduka 802.1p/DSCP/TOS
Anroputmbl obpabotkn ouepepen: SP, WRR, WDRR, SP+WRR,
SP+WDRR
MeToa congestion avoidance: Tail drop
OrpaHnyeHne Tpaduka Ha nopTax

DyHKUMN Storm Control Ha ocHoBe nakeToB 1 banToB

©esonacHocTun

BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection,
Loopback-detection

Port Security, Dynamic ARP Inspection, Anti-ARP-Scan, IP Source
Guard

IEEE 802.1x, Authentication, Authorization, Accounting Radius,
TACACS+, RADIUS

YnpasneHue un
obcnyxuneaHme

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, Dying Gasp
CLI (Console/Telnet/SSH), Web/SSL
Public & Private MIB interface RMON (1,2,3,9), Ping, Trace Route

Syslog, SNTP/NTP, Dual IMG, Multiple Configuration Files, VCT,
DDM; ULDP, LLDP/LLDP MED

HapexHocTb

IMpoToKosbl
pe3epBUpoOBaHUA

802.1D STP, 802.1W RSTP, 802.1S MSTP
LACP, MRPP, ERPS, CFM
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Monens QSW-3750- QSW-3750- QSW-3750- QSW-3750-
A 10T-AC-L 10T-DC-L 28T-AC-L 28T-DC-L
MSTP Instances 64
ArpervpoBaHue 8 rpynn/8 nopTos 16 rpynn/8 noptoB
KaHanoB
OdononHutenbHo
Green Ethernet IEEE 802.3az (Energy Efficient Ethernet)

UHdopmauusa ana 3akasa

Mopenb

OnucaHue

QSW-3750-10T-POE-AC-L

YnpaBnsiembln koMMyTaTtop ypoBHA L2+ ¢ noggepxkon PoE
802.3af/at, 8 noptos 10/100/1000 BASE-T, 2 nopta SFP, 4K
VLAN, 8K MAC-agpecoB, KOHCOSbHbIA MOPT, BCTPOEHHbIN Bl
pasbemM nuTaHus Ha nepegHen nadenu, 100 — 240 B AC,
pasmepbl LLUxMxB (335%220%44 mm)

QSW-3750-28T-POE-AC-L

Ynpaensembli KoMMyTaTop ypoBHs L2+ ¢ nogaepxkon PoE
802.3af/at, 24 nopta 10/100/1000 BASE-T, 4 nopta 100/1000
BASE-X SFP, 4K VLAN, 16K MAC-agpecoB, KOHCOSbHbIM MOPT,
BCTPOEHHbIN Bl pasbem nuTaHMss Ha nepegHen naHenw,
100 — 240 B AC, pa3smepsbl LWxMxB (440%280%44 mm)

QSW-3750-10T-AC-L

Ynpaensiembli KOMMyTaTop ypoBHA L2+, 8 noptos 10/100/1000
BASE-T, 2 nopta SFP, 4K VLAN, 8K MAC-agpecos,
KOHCOJSIbHbIM MOPT, BCTPOEHHbIN BIl pasbem nutaHus Ha
nepegHen naHenn, 100 — 240 B AC, pasmepbl LUx[xB
(280%x180%44 mm)

QSW-3750-28T-AC-L

YnpaensieMbli KOMMyTaTop ypoBHSA L2+, 24 nopTta 10/100/1000
BASE-T, 4 nopta 100/1000 BASE-X SFP, 4K VLAN, 16K
MAC-agpecoB, KOHCOSIbHbIN MOPT, BCTPOEHHbIM Bl pasbem
nuTaHus Ha nepegHen naHenn, 100 — 240 B AC, pasmepsbl
WxxB (440x210%44 mm)

QSW-3750-10T-DC-L

YnpaensieMbli KOMMyTaTop ypoBHA L2+, 8 noptos 10/100/1000
BASE-T, 2 nopta SFP, 4K VLAN, 8K MAC-agpecos,
KOHCOJSTbHbIN MOPT, BCTPOEHHbIN pasbeM NMUTaHUA Ha nepenHen
naHenu, 48 B DC, pa3amepsbl LLUx[xB (280%180x44 mm)
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Mopenb OnucaHue

QSW-3750-28T-DC-L YnpasnsemMbli KoMMyTaTop ypoBHA L2+, 24 nopTta 10/100/1000
BASE-T, 4 nopta 100/1000 BASE-X SFP, 4K VLAN, 16K
MAC-agpecoB, KOHCOJSIbHbIA MOPT, BCTPOEHHbLIN pPasbeMm
nuTaHus Ha nepegHen nadenu, 48 B DC, pasmepbl Lx[xB
(440%210%44 mm)

O6wan nudopmauuns

3ame4yaHusa n n peanoXxeHus

Mbl Bcerga CTpemMuMCAa YhyudlnTb Hawy AOKYMEHTauuio M NomModb BaM paboTaTb nydlue,
NO3TOMY Mbl XOTUM YCrblWwaTte Bac. Mbl Bcerga pagbl o0paTHON CBA3W, B OCOOEHHOCTU:

e OLIMOKM B coAepKaHUN, HEMOHATHbIE UMM NPOTUBOPEYalliMe MecTa B TEKCTE;
e MAEeu NO yIyyLEHNIO JOKYMEHTaUMK, YToObl HaXoauTb MHAOPMaLUmIo ObiCcTpee;
e HepaboTaroLme CCbINKN 1 3aMeYaHnst K HaBuraumm rno OKyMeHTY.

Ecnn Bbl XOTMTE HanMcaTb Ham MO NOBOAY AAHHOrO JOKYMEHTA, TO UCMOMb3ynTe, NoXanymcra,
dopmy obpaTHOM CBA3KN Ha canTe gtech.ru.

rapaHTMﬂ n cepBuc

Mpouenypa n HeobxoanMbIE OEWNCTBMS MO BOMPOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMogaepxka» —> «[apaHTUNHOE OBCNYKMBAHME Y.

O3HakoMnUTbCS C MHpOopMaLmMen no Bonpocam TecTupoBaHus 06opygoBaHUA MOXHO Ha canTe
QTECH B pasgene «lNognepxka» —> «B3saTb 000pyaoBaHMe Ha TECT».

Bbl MOXeTe HanucaTb HanpsiMyto B CNyx0y cepBuca no aNeKTpPoHHOM noyvte sc@dgtech.ru.

TexHu4YecKas noaaepkka

Ecnn Bam Heobxoammo cogencTBme B BOMPOCAXx, KacalLlMxcs Hawero obopyaoBaHusi, TO
MOXeTe BOCMNOSIb30BaTbCs Hallen aBTOMaTU3NMPOBAHHOMW CUCTEMOM 3anpoCOB TEXHUYECKOro
cepBuc-LUeHTpa helpdesk.qgtech.ru.

TenedoH TexHnyeckon nogaepxkn +7 (495) 477-81-18 pob. 0

AneKTPOHHaA BepcuUs AOKYMeHTa
Hata nybnukaumn: 16.02.2023

https://files.qtech.ru/upload/switchers/QSW-3750/QSW-3750_revl_datasheet.pdf
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